Connecting to the Wireless Network (Windows 7)

If you have a Mac or use an older version of Windows (e.g. XP or Vista), please refer to the ITS website
for further instructions: www.algonquincollege.com/its/support/wireless/index.htm

1) Click on the wireless icon on the bottom right of your screen.
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2) Open Network and Sharing Center.

Not connected

lﬂﬂ Connections are available

Qoen Network and Shanng Center

3) Click on the Manage Wireless Networks.

Control Panel Home

C Manaée wireless networks)

Change adapter settings

4) Click on the Add button.

Manage wireless networks that use (Wireless Network Connection)

Windows tries to connect to these networks in the order listed below.

Adapter properties  Profiletypes  Network and Sharing Center
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5) Click on manually create a network profile.

A+ Manually create a network profile
"= This creates a new network profile or locates an existing network and saves a profile
for the network on your computer. You need to know the network name (SSID) and

security key (if applicable).

6) Enter in the following information:

Network name: AlgSecureWLAN

Security type: | WPA2-Enterprise -|

Encryption type: [ AES - ]

Security Key: Hide character

gart this connection automatically

Kgnnect even if the network is not broadcastingi
Warning: If you select this option, your computer's privacy might be at risk.

7) Click on Change connection settings.
Successfully added AlgSecureWLAN

2 Change connection settings
S0 the CONNECton peopertes 10 th, Mge the tethings.

8) Ensure that the following settings are in place and then select Settings:

Comnecton| Secrty

Security type: | WPA2-Enterprise v

Encryption type: IAEs v]

| settngs

Remember my credentials for this connection each
time I'm logged on
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9) Uncheck Validate Server Certificate and ensure that EAP-MSCHAP-2 is selected.
onfigure.

When connecting:

[ Connect to these servers:

Trusted Roc

ot Certification Authorities
[ Algcert-1

[] America Online Root Certification Authority 1

[ class 3 Public Primary Certification Authority

[T DigiCert High Assurance EV Root CA

[ Entrust.net Certification Authority (2048)

["] Entrust.net Secure Server Certification Authority -
< | n ] »

»

|

Do not prompt user to authorize new servers or trusted
certification authorities.

Select Authentication Method:

[Searedpmword (EAP-MSCHAP v2) VJ [ Configure... ]
Enable Fast Reconnect

[T Enforce Network Access Protection

|| Disconnect if server does not present aryptobinding TLV
[T] Enable Identity Privacy

10) Uncheck Automatically use my Windows logon name and password (and domain if any).
Click OK.

EAP MSCHAPVZ Properties (i)

When connecting:

E'. omatically use my Windows logon name and
bassword (and domain i any).

ok ][ Concel |
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11) Click Advanced settings. Then, check Specify authentication mode. Select User authentication.

Click on Save credentials Button.

r = -
AlgSecureWLAN Wireless Network Properties £ | Advanced settings
[ Connecton | ety | | 802 settrgs [802.11 setings
4 authenScation mode:

Seaunity type: [WeA2 Enserprse
Encryplon type: |aes

| et

Defete oedentan for ol users

L!j L—!J

|
| __| Enable sngle sgn on for this network

@) Perform mmedately before user logon

Choose & network suthentication methed: S

(Maomh: rotected 40 GE47) =] [ settngn |

/| Remember my credensals for ths connection each
tme I'm logged on

Perform mmediately after user logon

S| Niow addsonal dalogs to be daplayed dung srgie
=N N
Thes network uses separ ate wrtual LANS for machrne
and user authenBaton

12) Type in your Algonquin Username and Password. Click on OK Button in the three open

windows.
Windows Secunty
Save credentials
M = Swngw:anywcompdu!otm!uthm
.JI’ Setargs | when you're net logged on (for example, to download updates).
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