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PURPOSE

This policy sets forth the guidelines required by the College regarding Payment Card
Industry Data Security Standards (PCI DSS) for processes and technology involved in
acceptance, processing, and transmission of debit and credit cardholder account data.
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SCOPE

This policy applies to all Algonquin College business units, departments, schools and
their employees (which includes employees, students and volunteers) involved in
accepting, processing, or transmitting cardholder account data for payments on behalf of
Algonquin College. This includes all payment transactions involving credit cards, debit
cards, or pre-paid cards branded with one of the five payment card brands that are part
of the PCI Security Standards Council (Visa, MasterCard, American Express, JCB
International and Discover Financial).

DEFINITIONS  

Word/Term Definition

Acquirer Also referred to as “merchant bank,” “acquiring bank” or
“acquiring financial institution.” An entity that initiates and
maintains relationships with merchants for the acceptance of
payment cards

Algonquin College
Merchant

A business unit, department, school and their employees (which
includes employees, students and volunteers) authorized by
Algonquin College to process payment card transactions on
behalf of the College. 

Card Verification Code
or Value

The rightmost three or four-digit value printed in the signature
panel area on the back of the card. For American Express
payment cards, the code is a four-digit unembossed number
printed above the primary account number (PAN) on the face of
all payment cards. Depending on the card issuer, this information
is called CID, CVC2, CVV2 or CAV2.  

Cardholder Account
Data

Consists of cardholder data and sensitive authentication data.
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DEFINITIONS  

Word/Term Definition

Cardholder Data At a minimum, cardholder data consists of the full payment card
Primary Account Number (PAN). Cardholder data may also exist
in the form of the full PAN, plus any of the following: cardholder
name, expiration date and/or service code.  

Cardholder Data
Environment

The people, processes and technology involved in acceptance,
processing or transmission of cardholder account data, including
any connected system components.

Merchant An entity that accepts payment cards bearing the logos of any of
the five members of the PCI SSC as payment for goods and/or
services. 

Merchant Account A bank account that enables the holder to accept payment cards
bearing the logos of any of the five members of the PCI SSC.

Merchant Account
Owner

The manager responsible for an Algonquin College business
process that involves the acceptance of payment cards into a
Merchant Account.

Network Segmentation Also referred to as “segmentation” or “isolation”, network
segmentation isolates system components that store, process, or
transmit cardholder data from systems that do not. Adequate
network segmentation may reduce the scope of the Cardholder
Data Environment and thus reduces the scope of the PCI DSS
assessment.

Payment Application
Data Security
Standard

The Payment Application Data Security Standard covers secure
payment applications to support PCI DSS compliance.

Payment Brands The founding members of PCI SSC, which are Visa, MasterCard,
American Express, JCB International, and Discover Financial.

Payment Card Credit card, debit card or pre-paid card branded with the logo of
any of the payment brands.

Payment Card Industry
Data Security
Standard

The Payment Card Industry Data Security Standard was
developed to enhance cardholder data security and facilitate
consistent data security measures by providing a baseline of



4

DEFINITIONS  

Word/Term Definition

technical and operational requirements designed to protect
cardholder data.

Payment Card Industry
Security Standards
Council

The Payment Card Industry Security Standards Council is an
independent body providing oversight of the development and
management of PCI DSS. The founding members of PCI SSC are
Visa, MasterCard, American Express, JCB International, and
Discover Financial.

Payment Card
Privilege

Refers to the privilege which merchants have to accept payment
cards for payment transactions.

Qualified Integrator
and Reseller

A Qualified Integrator and Reseller is an organization that is
authorized by the PCI Security Standards Council to implement,
configure and/or support PA-DSS payment applications. The PCI
Council lists all qualified QIRs on its website.

Self-Assessment
Questionnaire

A Self-Assessment Questionnaire is an assessment document
that is used by a merchant to validate its own compliance with the
PCI DSS. Algonquin College utilizes several different SAQs
covering its various merchant account areas.

Sensitive
Authentication Data

Sensitive Authentication Data represents security-related
information (including but not limited to card validation
codes/values, full track data from the magnetic stripe or
equivalent on a chip, PINs, and PIN blocks) used to authenticate
cardholders and/or authorize payment card transactions. 

System Component Any network component, server, or application included in or
connected to the Cardholder Data Environment.

POLICY
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PROCEDURE
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SUPPORTING DOCUMENTATION
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RELATED POLICIES

AD02: Freedom of Information

IT01: Information Security

APPENDICES


